YOUNITE Ul SSO SEQUENCE

¢ Ul User has userld/password (sign on) in the SSO

e Ul User has a YOUnite userld that is mapped to the SSO userID For example, if the SSO ID Provider (IDP) implements the SAML 2.

protocol :

e The SSO creds include an EPPN (SSO Userld) and password

e The SSO token is the SAMLResponse token

Must be in the same internet domain
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: On success, get SSO token and redirect to YN OAuth
Lookup SSO token in userldentity table

On Fail, §end 401
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On success, send OAuth access token

and other details in HTML

Popup sends and stores details in main window

Close popup
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